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1 Overview
1.1 Introduction

Nuvoton ICP Programming Tool is a software that can program Nuvoton Cortex®-M series
products, which supports “online” and “offline” programming mode.

“ICP” is the acronym of In-Circuit Programming, which means user can upgrade Flash memory of
MCU on board and does not need to unmount it from target PCB.
1.2 Supported Devices

Open the hyperlink to see the table of supported devices: Link of supported devices.

Users can download datasheet of each device from http://www.nuvoton.com
1.3 Features
® In-Circuit programming target chip
® Online/offline programming mode
® Backup Flash data of target chip (If the target chip is not Flash protected)
® Backup offline Flash data of Nu-Link dongle (if offline data has been unprotected)
® \Write software serials number (SN) to target chip
® Limit the maximum programming count
® Data encryption for online/offline programming

® Batch mode for online/offline programming
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2 Preparing for ICP Programming Tool
2.1 System Requirements

The hardware and software requirements for installing the ICP Programming Tool system are as
follows:

® PC/AT compatible machine with Pentium or higher CPU

® XVGA(1024*768) color monitor

® Atleast 512M RAM for best performance

® At least 20M free disk space

® Windows 2000/XP/Vista/7
2.2 Hardware Installation

Step 1: Plug USB cable into the USB port of the ICP Programming Tool board.

Step 2: Connect the ICP Programming Tool board with ICE interface of DEV board.
2.3 Software Installation

Please run the installer package to install the software.
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Figure 2-1 shows the selection form at startup of the ICP Programming Tool and Figure 2-2
shows the main window of the ICP Programming Tool.

NnUvoToN —

Select NUC100 series

Select Language:
|Engish %)
Select Target Chip:

| NUC100 seties v

, Support Farum
¢ ! http:/vevees. resvoton-mi.com

Figure 2-1 Chip Series and Language Selection
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Connect or disconnect
target chip

' Project Chips Tool Language
NnuvoToN
Status
| pisconnest || [Cti Connected with Nu Link (ID: D0000000) |<——Device state
Part No. |NIJI:1IJE|VE30N LDHDM:4K,APF|DM:12BK,Data:UK,RAM:1BK|<,Chip ot aton

UID/UCID: ...

Load File
FileMame:  C:\.DROM.hex

File not load. 1 File information
File Name: C:\&PROM.hex

File not load.
File Name:  C:\Datahex

Aoz | | — Select data tab
Corifig Bits

{__/Set configuration bit

Config 0| OFFFFFFFF  Config1: | OxFFF

File Data Tash Dffine Flas < On-board Config >
OxFFFFFFFF OsFFFFFFFF

! LDROM !APHUM ! DdldFlushI LDROM | APROM ! Data Flash ILDHCIM I £ < Offline Config >
D0000000: 88 0C 00 20 D3 00 00 00 00 00 00 00 OF 00 00 Uj0uuuou0 0+0000000 | Configuration bit

< Update History >

Configuration bit
on target chip

00000010: 0O 00 00 00 00 00 00 0O 00 00 00 00 00 OO0 O : ;

00000020: 00 00 OO0 00 00 00 00 00 00 00 00 00 £1 00 oo OAFFFFFFFF OxFFFFFFFF in offline program data
00000030: 00 00 00 00 00 00 00 00 E3 00 00 00 ES 00 00 OO0 -

00000040: E7 00 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00 @) 32 bits

00000050: E7 00 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 0O | ;

00000060: E7 00 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 0O Data display area

00000070: 5% 08 00 00 EF OO0 OO OO EF OO OO OO E7 OO QO OO
00000080: E7 00 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00
00000080:  EY 00 OO0 OO0 E7F OO OO OO E¥ OO0 OO0 OO 51 08 OO0 00 SaveAs
000000A0: E7 00 00 00 EF 00 00 00 EF 00 00 00 E7 00 00 00

QO00000BD: EZ7 OO0 OO0 OO E7 OO QOO OO E7 00 OO0 OO E7 OO OO OO o Refresh
Boooaoncn. o0 nn sc e 02 d= fc de nn PO _dc PR OO 4R 00 d7

Programming
[JLDROM  [V]APROM  []DataFlash 7] Config | le | sta ]l& Start programming
ﬁ . . .
Target program block Action select —— Application version

Figure 2-2 Overview of Main Window
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3 Operation Modes of ICP Programming Tool and Nu-Link Dongle
This chapter describes operation modes of the ICP Programming Tool and Nu-Link dongle.

3.1 ICP Programming Tool Modes

The ICP tool supports “online” and “offline” programming mode.

3.1.1 Online Programming Mode

If the “Offline programming mode” option in Figure 4-14 is unchecked, ICP Programming Tool
will program in online programming mode.

Click the “Start” button in Figure 2-2 to start to program target device immediately. The target
device must be connected to Nu-Link.

3.1.2 Offline Programming Mode

If the “Offline programming mode” option in Figure 4-14 is checked, the ICP Programming Tool
will program in offline programming mode.

Click the “Start” button to save the file data into Nu-Link at first, no matter a target device is
connected to Nu-Link or not.

Next, user can program the target devices with this dongle alone (instead of using PC and ICP
Programming Tool) by pressing the button on the Nu-Link dongle (red part in Figure 3-1).

Figure 3-1 Offline Programming Button

3.2 Nu-Link Dongle Operation Modes

The Nu-Link dongle also has two modes, ICE mode and Offline Download mode. ICE mode is the
default mode of Nu-Link.

Pressing the button on the Nu-Link dongle (red part in Figure 3-1) will switch the Nu-Link to
Offline Download mode and start to download the offline data to target chip immediately.

3.2.1 ICE Mode
The ICP Programming Tool AP can be only connected with Nu-Link in ICE mode.

3.2.2 Offline Download Mode

In Offline Download mode, the Nu-Link dongle will try to program the target device. After the
programming is finished, Nu-Link will switch back to ICE mode automatically.

PC and the ICP Programming Tool AP are not required for this operation. Please note that the file
data must have been saved in Nu-Link through section 3.1.2.
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3.3 LED and Keypad of Nu-Link Dongle

Status LED

Nu-Link Dongle Operation Status

ICE ICP Red Green
Boot Flash*3 | Flash*3 | Flash*3 | Flash*3
One Nu-Link dongle selected to connect Flash*4 | Flash*4 | Flash*4 On
ICE Online (Not connected with a target chip) On Any - -
ICE Online (Connected with a target chip) On Any - On
ICE Online (Failed to connected with a target chip) On Any Flash On
During Offline Programming - On - SFII(;;‘v?/ry
Offline Programming Completed On - - -
Offline Programming Completed (Auto mode) On On - -
Offline Programming Failed On Flash - -

Table 3-1 Status LEDs Difference List
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4  Starting to Use ICP Programming Tool

This chapter introduces the general operations in ICP Programming Tool. Please refer to Figure
4-1,

Connect or disconnect
target chip

Sectionl

Menu bar I:>

Section2 I:>

Connect status

| Disconnect J| [Crip Connected with Nu-Link (ID- 00000000] ———Device state
LDROM. 4K, APROM128K, Data 0K, RAM:TEK. io i i
Part No. |NUI:1IJENE:DN UDAIGD. |kCh|p information

Load File
Section3 FieName:  C\LDROM.hex
Load file E> File not load. | §— File information
File Mame:  C:\APROM.hex
File not load.
FieName:  C\Datahex
e ticed | I Select data tab
Section4 TS Set configuration bit

Configuration bit
| on target chip

Contig s B

File Data lash Offine Flas < Onboard Config>
OxFFFFFFFF OxFFFFFFFF
' LDROM | APROM | DalaFIashI LOROM | APROM | Data Flash ILDRUM [ < Offline Config >
Section5 00000000: 8% OC 00 20 05 OO 00 OO DD OO 00 00 DF 00 00 Eﬁﬂfg&gﬁmm | Configuration bit
. q> 00000010: 00 00 00 G0 00 00 60 00 00 00 00 00 00 00 00 ; ;
File Data 00000020: 00 00 00 00 00 00 00 00 00 00 00 00 E1 oo oo UsFFFFFFFF DxFFFFFFFF in offline program data
00000030: ©0 00 00 00 00 00 00 00 E3 00 00 00 ES 00 00 0O -
00000040z E7 00 OO OO E7 00 00 OO E7 00 OO0 0O E7 OO 00 0O 1 32 bits
00000050: E7 0O 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00 ;
00000060: E7 00 00 0D E7 00 00 0O E7 00 00 00 E7 00 00 00 Data display area
00000070: 59 0% 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00
00000080: E7 00 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00
00000050z E7 00 OO 00 E7 00 00 OO E7 00 00 0O S1 0% 00 0O
000000A0: E7 0O 00 00 E7 00 00 00 E7 00 00 00 E7 00 00 00
000000B0: E7 OO 00 00 E7 00 00 00 E7 OO 00 00 E7 00 00 00 il
lnnnnnnrn- 20 NN &t C& N3 48 £€ d¢é NN FN dc FE NN d_ﬁ nn_ 47
Sectioné I:> AT
Program options |I LDROM (V] APROM | DataFlash _ﬂcwgl |gm| | st ]F— Start programming
Section7 |:'|> o .
Target program block Action select Build: 62111 [f—— Application version

Program Status

Figure 4-1 ICP Programming Tool User Interface

4.1 Menu Bar

The menu bar is described below.

¢ Nuvoton NuMicro ICP Programming Tool 2.05 - M051 Series

Project Chips Tool Language

Figure 4-2 Menu Bar

® Project
B Import and export the *.icp project file. This command can not only save and load user
settings, but also do binary code protection through exporting with a certificate.

® Chips
B To switch between different chips.

® Tool
Dec 21, 2018 Page 12 of 39 Rev 2.06
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B Erase offline data
& Erase offline data that saved in NuLink dongle.
B Create Nu-Link certificate file
€ For ICP Programming Tool online programming mode, create a certificate file to
encrypt program data that saved in .icp project file, and bind this .icp project file to a
certain Nu-Link dongle.Please see the “Binary Code Protection (Online Programming
Mode)” chapter for more details.

® |anguage
B Switch between “English”, “Simple Chinese” and “Traditional Chinese”.

4.2 Connection Status

® Before connected

The ICP Programming Tool will try to connect target chip once the user clicks the “Connect”
button.

Status

Dizconnected

Part Mo,

Figure 4-3 before Connected Status
® After USB dongle connected successfully

The ICP Programming Tool shows “ICE Connected”.

Statuz

NurLink connected (ID: 7788769)

Part Mo,

Figure 4-4 after USB Dongle Connected Status
® After target chip connected successfully

The ICP Programming Tool shows chip information.

Status
Chip Cormected with Mu-Link [1D: 00000000]
LOROM: 4K, APROM:128K, Data:0K, Fishd: 16K
Part Mo. NUCTOOVESDN et
Figure 4-5 after Target Chip Connected Status
4.3 Load File

® Select file for programming

Select a file for programming. Then the file size and checksum information will be displayed.
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Load File

LOROM File Marne: C:A\Flazh'drom. bin

gize: 4096 Bytes, checksum: 5000

APRORM File Mane: C:hFlash'apram. bin

zize: 4096 Bytes, checksum: a000

Data Flazh File M ame: C:AFlazh'file.bin

gize: 4096 Bytes, checksum: 8000

Figure 4-6 Select File for Programming

® Supported file format:

The supported file format includes bin or Intel hex (Intel 8, 16 and 32) file format.

4.4 Configuration Bits

The Config Bits section is used for configuration bits setting.
Canfig Bitz

Config 0 | 0<FFFFFFFD

- Select -

Figure 4-7 User Configuration Status
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The Chip Options form will be displayed after clicking the “Setting” button.

Clock Source Options

(") External Crystal Clock [4~240Hz)
@ Internal RC 22MHz Dscillator Clock

Brown-out Woltage Options

@ 4.5 [N 2R 22
[ Brovn-Out Detectar [ Browr-out Reset
Boot select

() LDROM @ APROM

[ Data Flash [T] Security Lock

Data Flash Baze Address: 0% FFFFFFFF

Config ¥ alue

Config0: | 0xFFFFFFFF Caonfig1: | O«FFFFFFFF

Figure 4-8 User Configuration Settings

® Configuration selection list
B "On-board Config" shows the configuration bit that's read from target chip;
B "Offline Config" shows the configuration bit read from Nu-Link that’s saved previously for
offline programming;
B "Update History" shows the history configuration.

Config Bits
Config : | O«FFFFFFFF Config1: | O<FFFFFFFF “ < Update History > v'
File D ata Orrboard Flash Offline Flad < On-baard Config »

0sFFFFFFFF OsFFFFFFFF
LOROM | APROM | Data Flash | LOROM | APROM | Data Flash | LDROM | § < Offiine Config >
0xFFFFFFFF O<FFFFFFFF
< Update Hiztory »
0xFFFFFFFF O<FFFFFFFF

Figure 4-9 User Configuration Setting History

4.5 Dump Data

Once refresh, the data information section will show three parts of Flash data information
respectively, including “File Data”, “On-board Flash”, and “Offline Flash”.
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File Data Or-board Flazh Offline Flazh

LDROM | 4PROM | Diata Flash | LOROM | 4PROM | Data Flash | LDROM | APROM | Data Flash | Info |
00000000: 80 04 00 20 79 O1 00 00 9% 01 00 OO0 3B 01 00 OO @ Ohis
goo0o0i0: 00 00 00 00 OO0 OO0 OO0 00 00 00 OO0 00 00 00 00 OO0 =
0o000020: 00 00 00 00 OO0 OO0 OO0 00 00 00 00 OO0 AD 01 00 00 LA @ 16bis
0o000030: 00 00 00 00 OO0 OO0 OO0 00 AF 01 00 00 E1 01 00 OO -
00000040: B3 01 OO0 00 B3 01 00 00 B3 O1 00 00 B3 01 00 0O (1 32 bitz

00O000050: B3 01 0O OO0 B3 O1 OO OO B3 O1 OO OO0 B3 01 0O OO
o0o0000&0: B3 01 0O 00 B3 O1 OO OO B3 O1 OO OO0 B3 01 0O OO
Qooo0070: B3 01 00O 00 B3 01 OO0 0O B3 O1 OO0 OO B3 01 OO0 0O
oo0o00080: B3 01 0O OO0 B3 O1 OO OO B3 O1 OO OO0 B3 01 0O OO
oooo0020: B3 01 OO 0O B3 O1 OO 0O B3 O1 OO OO B2 01 OO OO
0o00000AD: B3 01 OO OO0 B3 O1 OO OO B3 O1 OO OO0 B3 01 0O OO

DOODDOED: B3 01 OO OO B2 01 00 00 B2 01 00 00 B2 01 00 OO il
nlalatnlnln'etnkd e BENoon> FRE i Fn 48 FRE v AN N ¢82 N2 I8 24 18

Figure 4-10 Data Information Interface

® File data
B The file content selected in the “Load file” group.

® On-board Flash
B The data programmed on built-in Flash of target chip.

® Offline Flash
B The offline data on SPI Flash of Nu-Link dongle.
B The info tab will show download information of online and offline programming mode

File Data Or-board Flash Difine Flazh
| LDROM | APROM | Data Flash | LDROM | APROM | Data Flash | LOROM | APROM | DataFlash | Info

Encrypted online project seed 2 id=96E0307h)
*Have not used by an ICP project.

Ornline encrypted project seed 3 (id=91 cdbdge|
* Lirnit the: programming number: 123
* Statistics

Programmang totally 2 imes

Prograrnring failed O times

L1

Figure 4-11 Offline Flash Programming Information

4.6 Programming Options

Frogramming

LDROM APROM DataFlash Eonfig Options

Figure 4-12 Programming Block Options and Start Button

® Target programming block
User can program APROM, Data Flash, or LDROM separately.

In online programming mode, user only needs to set the target programming block as shown in
Figure 4-13.
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In offline programming mode, besides the target programming block, user also needs to enable
the “Program Specific Area” option as shown in Figure 4-14; otherwise, it will erase the whole
target chip while offline downloading.

Proagrarmming

| LDROM APROM [ DataFlash Corfig Options

Figure 4-13 Programming Block Options

®  Programming Options

Operation
Eraze
Prograrn
[ Werity
[] wirite S oftware 5 erial Mumber

Fezet Chip after Programming
[] Offline Programming Mode

Software Serial Mumber [SH]

Ihcreaze SM from [ | 18000000

'wirite Sddress in Flash 0w (00100010

Optiong for Offline Programming Mode

Usze Pazzword for Offline Data

Enter Pazswond (TTTTIT]
Fiepeat Pazzword LLLLELL
Limit The Mumber of Offline Programming

td & Mumber 100
Auto-programmming [Test before uzel]

Program 5 pecific Area

MHu-Link Pro 10 Yoltage

Paower control iz uzed on Mu-Link-Pro, and i= walid only if target
power iz not detected,

1.8y 2.5 @ 33v 5.0

[ Default ][ 0k ][ Cancel ]

Figure 4-14 Programming Options
B The Operation group contains erase, program, verify, offline programming mode option
settings.
B User can enable “Write Software Serials Number”, and assign “SN start value” and “target
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Flash address where SN saved”.
B User can specify the password for offline programming mode and the limitation of
maximum programming count for security issue.

4.7 Programming Status

The ICP Programming Tool contains progress bar and program status. After programming is
done, a dialog box will appear to display the success information or any other failed information.

[IIIIIIIIIIIIIIIIIIIIIIIIIII ] Program 46%

Figure 4-15 Programming Status
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5 Binary Code Protection (Online Programming Mode)
This chapter describes the security for ICP Programming Tool in online programming mode.

In data delivery, binary code is encrypted in online programming mode (referring to Figure 5-1).

Icp project file
(data encrypted Encrypted data
when cert used) on serial wire

~/

dRAdsidiiaRL

nuvoTon 38

USB CABLE Serial wire NUC100

Encrypted data I N

on USB cable Internal flash data
(protected by
“security locked” bit
of config0)

Figure 5-1 Binary Code Protection in Online Programming Mode

5.1 Introduction to Nu-Link Certification

To prevent factory from getting developer’s image, developer can protect his binary code by Nu-
Link certificate mechanism.

5.2 Procedure of Using Nu-Link Certification
Step 1: Factory creates Nu-Link’s certificate file and sends it to developer.

Step 2: Developer encrypts binary file with this certificate file and exports a *.icp project file, and
then sends the *.icp file to Factory.

Step 3: The cert-creating Nu-Link updates its certificate information (for example, increased
programming count) after Nu-Link successfully decrypts and programs the ICP project to target
chips.

The benefits:

® |f someone gets your *.icp project file, he cannot program target chips without the cert-
creating Nu-Link device.

® The content of exported *.icp project file is encrypted.

® Factory is not allowed to do unlimited mass production without the permission of
developer.
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FACTORY PROGRAM
DEVELOPER
- Step 1
Get Nu-Link’s |
Certificate file
Firmware 'j Create
Update Nu-Link’s encrypted
Certificate file | | s H—w= Step 2
e |
[———r
Decrypt the
project
Firmware
Programming = Step 3

Figure 5-2 Nu-Link Certification Procedure
5.3 Steps of ICPTool

5.3.1 Create Nu-Link Certificate File (Factory Side)

Step 1: Connect Nu-Link.
* Nuvoton NuMicro ICP Programming

Project Chips Tool Language

i NUVOTON =

:
I connected ’
Part No.

Figure 5-3 Connect Nu-Link
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Step 2: Create certificate file.
Project Chips [Tool] Language

NUVQO

Create Nu-Link Certification File

ected (ID: 7

Figure 5-4 Create Nu-Link Certificate File

Step 3: Save Nu-Link certificate file (*.ict).

>
o Savehs o A S
OOO|- Desktop » - | ‘,| | Search Desktop el |-
Organize = MNew folder B=-r @
A & = o
0 Faverites Ml T = Libraries
B Desktop I System Folder 3
& Downloads
MU30 CHLin55 |

1

“Zl Recent Places A
3 & System Folder

4 Libraries —
[} Computer I
@ RearmiE L System Folder I
J! Music = =
[ Pictures ) Network
E Videos | System Folder
'8 Computer i 5 Claire i
S— |
File name: .
Save as type: ’Nu-Link certificate file (*.ict) v]
+ Hide Folders [ sae | [ cance |
i
— ]

Figure 5-5 Save Nu-Link Certificate File

5.3.2 Bind Certificate File and Program Binary File to Encrypted Project (Developer Side)
Step 1: Export project.

¥ Nuvoton NuMicro ICP Programming Too! 1.26 - MOS1 series [

{Eroject] Chips Tool = Language l

f n —

\

NuLink-Pro connected (ID: 7788¢400)
Figure 5-6 Export Project
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Step 2: Enable settings.

Export Option ﬁ
Bingl to orne Mu-Link and limit the masimum programming number
Target Mu-Link's Certification file Help

Figure 5-7 Enable Binding Nu-Link Settings

Step 3: Select the Nu-Link certificate file path.

Bind to one Mu-Link and limit the masimum programming number
Target Hu-Link's Certification file Help
b ax number
]

Figure 5-8 Select Nu-Link Certificate File

Step 4: Enter the maximum programming humber and start to export the project.
e | — —

[#] Bind to ane Mu-Link and limit the maximurn programming rumber

| Tanget Mu-Link's Cestification file Help
C: AU sers\CHLINSS D esktopi\Mu-Link_ict Browwser

ax nurnber
5

T:igure 5-9 Set l\_/lax_Pr_og;:lm_ming Number
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Step 5: Save the ICP project file (*.icp).

r# Save As - - - ﬁw
GQ |- BlesHopjl - | s | | Search Desktop o
Organize = New folder Sl ¢ @

W Favorites = == Libraries %
Ml Desktop .I=|:_|.|J System Folder |i|
4. Downloads

15l Recent Places | MU30 CHLin55
= % System Folder

= Libraries .
j [ | Computer
5| Documents =5S8! Systern Folder
o Music — .
=/ Pictures “1\ . Metwork
E Videos L Systemn Folder
"M Computer S e Claire %
File name: -
Save as type: [ICP project file (*.icp) v]
= Hide Folders [ Save ] i Cancel ]

Figure 5-10 Save ICP Prograrﬁmihg Tool Project File

Note: Once the project exceeds the maximum programming number, user needs to create a new
Nu-Link certification and set the new max programming number.

Note: The maximum programming number is determined at first time when using the certification
to create an ICP project file. Even user sets the maximum programming number several times,
the maximum programming number is the one set at first time.

® [For example:
B Use B.ict to create an ICP project file and set the maximum programming number to 10.
B After programming 5 times, use B.ict to create the second ICP project file and set the
maximum programming number to 3.
B The second ICP project file still can program 5 times.
B Set the maximum programming number carefully at first time and it is better to create
different certification for different ICP projects.
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6 Binary Code Protection (Offline Programming Mode)

This chapter describes code security for ICP Programming Tool in offline programming mode.
In data delivery, binary code is encrypted in offline programming mode (referring to Figure 6-1).

Offline data on Nu-Link Flash (only
protected when the “password for
offline data” option is set in Figure
4-14, or it will be read from ICP
Programming Tool easily)

Data encrypted on
serial wire

T

GAAARERRRREL

nuvoTon -

Carial e Nuc100 §

Internal Flash Data
(protected only when
“security locked”
enabled)

Figure 6-1 Binary Code Protection in Offline Programming Mode

If code security is your concern, it is suggested to set the “password for offline data” in Figure

4-14, and enable “Security lock” in Figure 4-8.
To limit offline download times for Nu-Link, please enable the “Limit the number of offline

programming” option as shown in Figure 4-14.
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7 Nu-Link Firmware Update
Follow the steps below to update firmware update:

Step 1: Run the ICP Programming Tool. Click ‘Connect' and start to connect to a device. If the
firmware version and driver version are not matched, a firmware update dialog will be displayed,
as shown in Figure 7-1.

MuMicro ICP Programming Tool 4 151 series

Project Chips Tool Language

NUVOTON I

Staby

Stop check Dizconnected

Part No.

Load file
LDROM File: name: C:ALDROM. hex f
MuMicro ICP Programm'ng__ ﬁ

] Application internal version is not matched!

Current application has higher version 100003,
while the Mu-Link firmware's version is 6008,
The application may work abnormally.

Configurations i i )
Before updating the Nu-Link firmware, please

Setting Rermove any other devices connected on the Nu-Link!

File data Do you want to update the Mu-Link firmware now?

Program

LDROM APROM [rata Flash Config Option Start

Bwild: 100003

Figure 7-1 Firmware Update Selection Dialog Box
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Step 2: Click “Yes” to update firmware, as shown in Figure 7-2.
"¢ Muvoton NuMicro ICP Programming Tool 1.21 - Mini51 seri =

Project Chips Teel Language

NUVOTON lmm——

Statuz

Stop check. Dizconnected

Part Mo,

Load file

LOROM File name: C:ALDROM. he

File: mot load. I

APROM File name: C:\APROM. hex

N e —

g (e S

Update 29%

@ Bhits
) 16 bits

7 32 bits |

|

Frogram

LDROM APROM Data Flazh Canfig Option Start

Build: 5305rc

Figure 7-2 Firmware Update Dialog Box
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Once the update is completed, user needs to re-connect the Nu-link to PC, as shown in Figure
7-3.

1# Nuvoton NuMicro ICP Programming Tool 1.21 - Mini51 series W =2 | | e )
Project Chips Tool Language

NUVOTON I—————

Statuz

Stop check Dizconnected

Part Ma.

Load file

LDROM File name: C:HLDROM. hex

File ot load.

APRORM File: wame: C:AaPROM. hex

I A P —

l Update firmware u

Pleagze remove any device on the Nu-Link, and plug out the Mu-Link, from PC and plug in
againl

E— — |

@) 8 bits
() 1B bits

() 32 bitg

Program

LDROR APRORM D ata Flazh Config Option Start

Build: 5308r:

Figure 7-3 Re-connect Nu-Link to Complete Firmware Update
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& Nuvoten NuMicro ICP Programming Tool .I.M'

Project  Chips Tool Language

NUVOTON I

Statuz

Stop check Dizconnected

Part Mo

Load file

LDROM File nare: CALDROM. hex

File rat load.

APROM File narmne: CAaPROM. hey

.
- -

Update firmware

[: Sa—

Update 100%

MNuMicro ICP Programming T... u

Update firmware, OK!

T

W | Data Flash | Tt

@ 8 hits
() 1B bits

() 32 bits

Progranm

LOROM APROM [rata Flash Config Option Start

Build: 5306rc

Figure 7-4 Update Firmware Completely
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8 Features of Specific Series
8.1 Support for NUC505 Series

8.1.1 Main Window for NUC505 Series

— r—|
2 Nuvoton NuMicro ICP Programming Tool 126 = NUCS05 serics N (oo e
Project Chips Tool Language
Status
Disconnect Chip Connected with Nu-Link (ID: 7788f85b)
] 1 . .
PatNo. | NUC505 RAM:128K, SPI Flashi2M, MTP Program Count: 4/15 } A : Chip Information
L
Load File
Code File Name:  C:\Code.bin
size: 66.0K Bytes, checksum: 4305 —w—‘ B : Load Download File for Code Area
Read Size: 67620 Bytes
Data File Name:  C:\Data.bin
| size: 12.4K Bytes, checksum: 3e72 )
Base Address: 0x 100000 C : Load Download File for Data Area
Read Size: 12720 Bytes
MTP Output File
Enciypt Code| FileName:  C:\Output.bin - D : Assign file path to save the encrypted
data of Code Area and Data Area
File Data On-board Flash Offiine Flash
Code Area | Data Area | Code Area | DataAvea | Code Area | Datadrea [ Info |
00000000: 00 40 00 20 CD O1 00 00 FF 01 00 00 01 02 00 00 - © 8bis
00000010: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF J S
00000020: FF FF FF FF FF FF FF FF FF FF FF FF 13 02 00 00 L3 ® 16bits
00000030: FF FF FF FF FF FF FF FF 15 02 00 00 17 02 00 00 .
00000040: 19 02 00 00 19 02 00 00 00 00 00 00 00 00 00 00 ~) 32 bits
00000050: 00 00 00 00 00 00 00 00 19 02 00 00 19 02 00 00
00000060: 29 DB 00 00 19 02 00 00 19 02 00 00 19 02 00 00
00000070: 4D OF 00 00 19 02 00 00 00 00 00 00 00 00 00 00
00000080: 00 00 00 00 00 00 00 00 19 02 00 00 19 02 00 00
00000090: 19 02 00 00 13 02 00 00 19 02 00 00 D3 06 00 00
000000A0: 19 02 00 00 7D E5 00 00 19 02 00 00 19 02 00 00
00000080: 19 02 00 00 1F 03 00 00 19 02 00 00 19 02 00 00 2
[alalalalala ala L] AR FC 1N NA 47 1R AN AN AN FEN N2 FR NN FN a2 FR
: [ E : Select Target block for program
Fogiemming : Fomm———— (Code Area, Data Area and MTP)
1 [ (7 = 1 . 1 i
] [V] Code [V Data [CIMTP i Program Options ] y_rfo_m_"’_"fl

F : Option for MTP setting

Build: 6320a

Frigure 8-1 Main Window for NUC505 Series

After a target chip is detected, the ICP Tool would read chip information (including Part No., RAM
size, SPI Flash size and MTP status) and show the information on section A in Figure 8-1. If MTP
is locked, MTP status shows “MTP: Locked” in red and the “MTP” option is also unchecked.

Statuz
Chip Conmected with Nu-Link (ID: 7788155k
Fart Ma. MUCH0S RaM: 128K, SPI Flagh:2bM, MTF: Locked
Prograrnming JR— =
. 1
[V] Code [V Data i MTP !

Figure 8-2 NUC505 Chip Information and MTP Status
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Due to reading all contents of SPI Flash is time-consuming, partial-read from the assigned base
address (Code Area is fixed at 0x0) and read size are provided (referring to section B and C in
Figure 8-1). The “Base Address” and “Read Size” show different input format respectively. The
“Base Address” is hex-coded, and “Read Size” is decimal-coded. User can read any range of
SPI Flash by clicking “Refresh”.

If MTP had ever been programmed or MTP is selected for this program, user can assign the file
path (section D in Figure 8-1). When the programming process is ended, the ICP tool would
merge the encrypted data of Code Area and Data Area into a binary file and save it to the
assigned path. User can use ciphertext/plaintext binary to do ICP online/offline programming,
based on whether target chip MTP key has been pre-programmed or not. In General, has to use
ciphtertext when MTP has been pre-programmed. For more detail, please refer to
http://www.nuvoton.com/resource-files/AN 0010 ICP_Programming Guide EN Rev1.00.pdf

Before starting to program a target board, user can select target blocks for programming (section
E in Figure 8-1).

By clicking “MTP Options” (section F in Figure 8-1), user can open the MTP Option form and
configure MTP related settings.

8.1.2 MTP Options

_ S —
MTP Option ]

MTP Settings

= i
| | Record MTP Settings } C : Option for the record of

|
V] Wiite MTP
R i MTP related setting

MTPKEY (Hex) 12345678 - 87654321

(]

[}

[}

[}

(]

i MTP Signature (Hex)
(]

: Signature 20000400
1

(]

]

[}

]

[}

(]

[}

A : MTP Write Settings

Offset 000

MTP Option (Hex) 00

I TLock MTP  (Be careful MTP cannot be programmed after lock) &

B : Option for MTP Lock operation

L
]
-
Cancel N

Figure 8-3 MTP Options

On the MTP Option form, user can select the desired operation and fill in MTP keys and
signature. The options and fields are described below:

® “Write MTP”: Write 64-bit key, 32-bit Signature, 12-bit Offset, and 1-byte Option with hex-code
input format. If the file for Code Area is loaded, Tool will search the corresponding 32-bit value
and fill in the “Signature” automatically according to the address of “Offset”.

32-bit Signature is used to authenticate programmed binary, if the Signature on SPI Flash is not
matched with user’s input, system will boot up fail.

It is suggested to locate Signature after the end of interrupt vector table. (e.g. 0x100).

MTP Option (Hex) byte is another method to do authentication and is optional, user can ignore
this if there is no special need.
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For more details, please refer to http://www.nuvoton.com/resource-
filess’AN 0010 ICP Programming_Guide EN Rev1.00.pdf

® “Lock MTP”: Lock MTP. MTP cannot be programmed after lock.

® “Record MTP Settings”: If this option is checked, the MTP settings including MTP Key and
Signature on MTP Option Dialog will be recorded after clicking “OK”. When the ICP Tool is
reopened, the previous MTP settings will be restored.

8.2 Support for M480 Series

8.2.1 Main Window for M480 Series

# Nuvoton NuMicro ICP Programming Tool 204 - MAED Series E=aney <
Project  Chips Tool Language
nuvoTon g
Status
[ Disconnect |  Chip Connected with Nu-Link-Fio (ID: 18000000)
: ; ¥ : \ ) = A: Chip Information
LOROM:AK, APROMS12K, Data 0K, SPROM:AK, RAM: 160K KE: [/31)
PaitNo LT i e s kP [0/7)
TosdFie
[ LDROM | FieName: C:MDROM hes Flle ot load
| APAOM | FieMame: CAFROM hex Fla nt load. Offset 0 0 B: Load file and multi-binary
fullbinary st mode for APROM-
DavaFlash | FisMame: C\Dalahex File ot losd
SPROM | FieMame: CASPROM hex File nol load. Last Byte: O FF
l Fie Mame:  C:\SFIFlashhex File not load Base Address: O 0000000 C: Load file and read range
- - Hoed S 22144 Btes setting for SP1flash
[ SecweKey | FieNams: C\Securekey bin
CorligBis - 5Pl Flash
Emfgﬂ OFFFFFFFF  Config1: | OMFFFFFFFF < Update Historp> I
D: Key for encrypted SPI flash
Config 2 | (WFFFF5454 Config 3 | OWFFFFFFDD SPI Keyl: 0% 00000000
FieData Onboard Flash Dffie Flash

| LDROM | APROM | Data Flash | SPROM | 5P Flash | LOROM | APROM | Data Flash | SPROM | SP1 Flash | LOROM | APROM | DataFlash | SFROM [ info
@ Bbis
16 bas
Rbis

[ Retiesh

ograTEg
LDROM (V] APROM DataFlash V] Caniig [ st
SPAOM  (W]SPIFlsh  []KPROM SecuKey]  KPROM Options

Figure 8-4 Main Window for M480 Series

Buld 6725

# E: Select target block for programming

Section A: Show the part no., LDROM, APROM, data Flash, SPROM, RAM size and SPI Flash
ID of target chip information.

Section B: Load programming APROM file path or Load multiple binary file path using multi-
binary mode.

Section C: Load programming SPI Flash file path and setting start address and read size for
programming or reading SPI Flash. Due to reading all contents of SPI Flash is time-
consuming, partial-read from the assigned base address and read size are provided.
The “Base Address” and “Read Size” show different input format respectively. The
“Base Address” is hex-coded, and “Read Size” is decimal-coded. User can read
specific range of SPI Flash by clicking “Refresh” button.

Section D: User can assign SPI keyO and keyl to program encrypted file data to SPI Flash. If
SPI key0 value is 0 or SPI keyl value is 0, ICP tool will not encrypt file data.
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Section E: Select a target chip block for programming.

After clicking the “Connect” button, the ICP Tool would read chip information (including Part No.,
internal Flash size, RAM size, SPI Flash ID and KPROM status) and show the information. If SPI
Flash is not detected, the value is OXFFFFFFFF and the “SPI Flash” option is also unchecked in

Figure 8-5.
Statuz
Chip Corrected with Nu-Link-Pra [1D: 18000000)
LOROM: 4K, APROM:512K, Datz 0K, SPROM:AK, RAM:160K
Part ho. MAS7IDAE UIDAUCID: . JSPI_ID: O=OOFFFFFF
Prograrnming

[ILDROM  [J]4PROM [ DataFlash i Options
[T 5PROM 5P Flash | [C]KPROM Secure Key KPROM Options

Figure 8-5 SPI Flash Status

Click config bits “Setting” button in Figure 8-4 and show the Chip Options form. In Chip Options
form, user can select the SPIM multi—function pin option base on SPIM function pin status of

target chip in Figure 8-6. After programming config of SPIM setting, ICP tool will detect the valid
SPI ID value and enable “SPI Flash” option.

Boat Loader SPIM CLE/SS MISOAMMOS] Multi-function Pin Select
sh| PR ) P 2/P8 381 PAD ) PC.2/PC.3/PCA/PED BELLIDals

() PGA2/PGEAT/PG13/PG.14 i@ PE.4/PE.5/PE.3/PE.2

Boot Loader UARTT T=D/RD Multi-function Pin Select
(7 PB.3/PE.Z (7 PA9/PAR

(71 PAZPA 2 i@ PB.7/PE.E

Figure 8-6 SPIM Multi-function Pin Setting

8.2.2 SPI Flash Programming

The ICP tool SPI Flash programming can be ciphertext or plaintext by assigned SPI key.

If SPI keyO or key1 value is 0, ICP tool will program data without encrypting binary file to SPI
Flash. Due to the SPI Flash data is plaintext , user can verify SPI Flash data by checking the
verify SPI option in Program Option form in Figure 8-7.

8 ° Program Option - &
Operation Last Byte: Oz FF
| Erase Base Address: 0x 0000000
| Program Read Size: 262144 Bytes
] Veify V] Verify SPI fw Unlock KPROM Key

e . KeyO™ oy
|| Write Software Serial Number SPI Flash
V| Reset Chip after Programming ~ Key1:0x eeeceeee SPI Key0: 0x 00000000
"] Dffine Programming Mode Key2:(0x eeecssee SPI Keyl: Ox 00000000

Figure 8-7 Plain Data Setting for SPI Flash Programming
Dec 21, 2018 Page 32 of 39 Rev 2.06



NUVOTON ICP Programming Tool
—

If SPI keyO and key1 value is not 0, ICP tool will use SPI key0 and key1 to encrypt binary file and
program to SPI Flash. Due to the SPI Flash data is ciphertext, the “Verify SPI” option disable in
Program Option form in Figure 8-8.

i 7 Program Option [
Last Byte: Ox  FF
Opesation
7| Erase ase Addiess: Ox 0000000
_ — ead Size: 262144 Bytes
|| Program || Disable Cipher
[C] Wiy Verify SFI O ey
7] Wite Software Serial Number 00 sessss el
o SPl Kevl: 0= 12345673
[] Reset Chip after Programming Fepl  (x seennens
— . SPl Kevl: O 98765432
|| Offne Programming Mode Fey2:0x sessnens

Figure 8-8 Encrypted Data Setting for SPI Flash Programming

User can also keep the SPI key value and program data to SPI Flash without encrypting binary
file by checking the “Disable Cipher” option in Figure 8-8.

After programming ciphertext data to SPI Flash, User can save the encrypted SPI Flash data to
file in Figure 8-9. Follow the steps below:

Step 1: Select “SPI Flash” On-board Flash tab.
Step 2: Click “Refresh” button and ICP tool read back the Flash data.

Step 3: Click “Save As” button and save ciphertext to binary file.

L L]
SPIFlash | FileName: C:\SemiHost_128 bin size: 128.0K Bytes, checksum: 0210 Base Address: 0x 0000000
Read Size: 131072 Bytes
File Mame: C:\Securek ey bin
Config Bits : SPI Flash
ConfigO: | O«FFFFFFFF  Config1: | O«FFFFFFFF < Update History > v | sPikeyd: 0x 12345678
Config2 | 0FFFSA54 Config3 | OFFFFFFDD SPIKeyl: Ox 98765432
File Data Onvboard Flash Offfine Flash
| LDROM | APROM | Data Flash | SPROM | SPI Flash | LOROM | APROM | Data Flash | SPROM | P Flash | LDROM | APROM | Data Flash | SPROM | Info
00000000: 62 40 7C 41 D3 A2 B9 C2 F9 3F 13 EC 03 EB 09 0B - @ 8 bits
=||00000010: S5A CE QA 76 DA 61 BE F4 4A C2 EO 00 3C 2E 6A E3

00000020: TA ED 12 62 B8 9B BA SF 12 OC EA D5 B7 02 7B FA I 16 bits
00000020: 20 76 3A 58 06 5F 96 ED DF 67 B3 5F BF 13 71 C9 -
00000040: 77 2B 4B 7A 7B FO 19 D9 9F 31 C7 AE CD D7 F3 &1 ~) 32 bits

00000050: 7D 4F 73 0E 23 05 35 9A 83 56 65 6A F5 D8 89 C6
00000060: €1 D9 EF 25 33 4B ES5 7A 73 60 79 DO 33 36 2B 51
00000070: FB 1E 95 93 A3 EC OD C3 1F 69 99 49 53 45 F1 88
00000080: 90 19 77 25 83 85 AB A2 CF FB 3D 26 6F BS C3 Al

00000090: FB F5 B5 3A 05 F4 B9 BA 9F CO 4D DC 0B 5D 1D 30 SaveAs
000000A0: 8D 89 85 60 5B AD 9F 86 C7 3D &7 DB 65 2A 19 EB
000000B0: A3 11 B7 25 91 54 ED 2A 23 95 37 3E OF 46 E3 41 Refresh

Glalalalaly aly B AR AF PF 12 1 FF FR 4F FF Ra 26 NE AR N? RA AT

Programming
TILDROM [ ]&PROM  [|DataFlash [ |Config Dptions
[]SPROM  [Z|SPIFlash  [C]KPROM []Securekey  KPROM Options
[ | n

Figure 8-9 Read Ciphertext and Save to Binary File
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8.2.3 KPROM Setting

ICP tool provide KPROM programming for writing protection of KPROM and APROM region.
Select “KPROM?” option in programming options and click “KPROM options” to set KPROM key
setting in Figure 8-10.

Programming

[FILDROM APROM (] Data Flash Config Options
[T sPROM [T] 5P Flash KPROM Secuie Key KPROM Options

Figure 8-10 KPROM Option

On the KPROM Key Setting form, user can select the desired operation and fill in KPROM keys
and error key retry counts. KPROM keys are three 32-bit with hex-code input format. User can set
the key0 ~ key2, error key retry counts and the optional write-protected region of Config or
SPROM in Figure 8-11.

KPROM key setting will be recorded after clicking “OK” button. But the ICP tool is reopened, the
previous KPROM key setting will not be recorded. User need to set the KPROM key setting

again.
Fie Naf KPROM Key Setting [
. Key Option

File Man
Feyl:0x esssssss

Config 0 Keyl:0x esssssss

Canig 2 Key2:0x esssssss
[] show characters

@ Power-0n Maximum Number of Error Key Entry (1~7) 1 2
Maximum Mumber of Errar Key Entry for Each Power-on (0~31): 3
Data write protection : KPROM, LDR.OM, APR.OM DCDnﬁg |:| SPROM
L

Figure 8-11 KPROM Key Setting Form

8.2.4 Secure Boot Key and Information Block Programming

ICP tool provide secure boot key and information programming. Secure boot key programming
need to load secure boot key file, so user can generate secure boot key file by using “Tool” ->
“Create Secure Key File” menu item in Figure 8-12.
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« MNuvoton MuMicro ICP Programming Tool 2.05 - M480 Series

Project Chips [Tool] Language
n Uvo Erase Offline Data =

Chats Create Mu-Link Certification File

@' Create Secure Boot Key File

Create OTP Memory File . : :
Part Mo, T ba:0K., SPROM: 4K, Rakd: 160K
Erase Whole Target Chip FDEF

Figure 8-12 Create Secure Boot Key File Menu

On the Create Secure Key File form, user can select the desired operation in Figure 8-13. The
options and fields are described below:

® “Generate”: Random generate a secure boot key. User can also edit the key in key field.
® “Export”: Save current secure boot key in key field to file.

® “Import”: Select a secure boot key file and load key in the field.

File Mamg B ° Create Secure Boot Key File L&J ress: 0 OOt
Izen JE;
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Figure 8-13 Secure Boot Key Form
To program secure boot key and information block, follow the steps below:
Stepl: Click “Secure Key” button to load secure boot key file.

Step2: Select the target block in programming options and load the corresponding binary file of
target block (LDROM, APROM or SPI Flash).

Step3: Click “Setting” button to enable “boot Loader” option in Figure 8-14
Step4: Select “KPROM?” button and click “KPROM Options” to set KPROM key setting.

Step5: Select “Secure Key” option in programming options and click “Start” button to program
in Figure 8-15.

Note: Once the “Boot Loader” option is enabled, Config, KPROM and Secure Key options must
be enabled in programming options.
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Figure 8-14 Boot Loader Option
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Figure 8-15 Program Secure Boot Key and Information Block

8.2.5 Multi-binary Mode

User can load multiple binary files to program APROM region separately.
In multi-binary mode, user needs to enable the “Multi-binary mode” option as shown in Figure
8-16.

APROM File Marne:  C:AAPROM.hex File nat load. Baze Address:; 0w |0

Multi-binary mode

Figure 8-16 Multi-binary Mode

The “Load Multiple Binary File” form will be displayed after clicking the “Multi-binary” button as
shown in Figure 8-17.

In “Load Multiple Binary File” form, user can load multiple files and set the start address and
protection property.

® Use “Add” button to load a file and insert an item to the list.
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® Use “Remove” button to delete an item from the list.
® Use “Modify” button to set offset value and protection column item to the list.

® Set the file programming region as authentication and validation code by selecting
“Protection” combo box.

® Set the “Offset” value to define the start address of file programming.
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File Mame: Start Addresz  File Size [Bytes] Protection File Path
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e

Figure 8-17 Load Multiple Binary Files

Dec 21, 2018 Page 37 of 39 Rev 2.06



NUVOTON ICP Programming Tool
=

9 Revision History

Date Revision Description
2010.01.28 1.01.001 First version.
2010.02.24 1.01.002 Added offline programming mode.
2010.06.04 1.01.003 Changed key & LED definition.
2010.06.22 1.02.001 Added chip select and offline security.
2010.07.22 1.03.001 Supported M502x series.
2011.08.03 1.17.001 Supported Mini51/Nano100 series.
Added more features in offline programming mode.
2012.08.10 1.19.001 Supported NUC200.
2013.07.01 1.20.001 Supported NUC200 and NUC123 series.
Added firmware update and Nuvoton announcement.
2014.02.10 1.21.001 Changed document format.
2014.08.08 1.21.002 Added security chapter and reorganized document.
2014.09.05 1.22.001 Changed document and figure format.
2018.05.24 2.04.001 Added M480 series
2018.12.21 2.06.001 Changed document and figure format.
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property
damage. Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic
energy control instruments, airplane or spaceship instruments, the control or operation of
dynamic, brake or safety systems designed for vehicular use, traffic signal instruments, all
types of safety devices, and other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay
claims to Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the
damages and liabilities thus incurred by Nuvoton.

Please note that all data and specifications are subject to change without notice.
All the trademarks of products and companies mentioned in this datasheet belong to their respective owners.
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